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It doesn’t matter who you are
It’s what you do that takes you far
And if at first you don’t succeed
Here’s some advice that you should heed

You get up again, over and over
You get up again, over and over
You get up again, over and over
You get up again, over and over

– Madonna
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Abstract

When software communicates, it typically uses some middleware. In this the-
sis we focus on the group of middleware called “messaging gateways”, which
normally uses the store-and-forward architecture. Our overall goal is to find
ways to improve the throughput and reliability of such gateways in general,
in particular the ones used for forwarding mobile text messages. In short, our
work resulted in a new anomaly detection algorithm, a reduction of the num-
ber of database operations in a commercial messaging gateway, and two new
highly performant data replication protocols.

In addressing the throughput, we first wanted a better understanding of
how the round-trip times for outgoing requests varied, in order to correctly
detect abnormal delays. This resulted in a generalized extension of exponential
smoothing, which we used in a novel algorithm to detect anomalies.

We then performed an architecture analysis of an industrial messaging
gateway based on its quality requirements. From this exploratory case study,
we deduced a somewhat unexpected plan to migrate the balance management
module to a set of microservices, and identified situations where database op-
erations could be batched in order to also provide higher throughput.

A common and easy way to improve the reliability of a system is to repli-
cate the stored data to one or more additional servers. However, we found that
this approach often leads to lower throughput due to extra network traffic re-
quired. We addressed this by first writing a problem formulation on how the
quality attributes of a messaging gateway would be affected by a multi-node
configuration, resulting in a review of state of the art and state of practice for
multi-node systems.

Building on this review, we developed a new data replication algorithm,
which we validated in a controlled experiment. Its proof-of-concept implemen-
tation showed that even in a geo-distributed configuration, replication through-
put can scale with the number of nodes.

Text messaging gateways often have a module for credit management, used
when billing the senders for their traffic. In a multi-node environment the
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maintenance of the corresponding credit balances requires synchronization be-
tween the nodes, for which we designed and implemented an algorithm which
uses less network traffic than existing solutions in many real-world situations.
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Sammanfattning

All programvara kommunicerar på ett eller annat sätt, antingen med datorns
operativsystem, med annan programvara som körs på samma dator, eller över
ett nätverk. Vanligtvis används någon form av mellanmjukvara för att un-
derlätta kommunikationen, vid behov tillhandahålla protokollkonvertering och
med hjälp av buffring effektivisera bandbreddsanvändningen. Modellen med
avsändare � mellanmjukvara � mottagare är användbar på alla nivåer, från det
fysiska länklagret till applikationslagret, där skillnaderna huvudsakligen avser
detaljer.

Den här avhandlingen har fokus på applikationslagret, framför allt på grup-
pen mellanmjukvara kallad “messaging gateways”. För att validera våra re-
sultat använde vi en befintlig programvara skapad specifikt för att vidarebe-
fordra SMS över hela världen. Eftersom SMS debiteras per meddelande har
denna programvara också en modul för kredithantering, som ger underlag för
fakturering av trafiken. Vårt övergripande mål är att identifiera olika sätt att
förbättra kvalitetsattributen för sådan programvara, i synnerhet avseende pre-
standa och tillförlitlighet.

Till att börja med ville vi skaffa oss en bättre förståelse för variationen
i svarstiderna från mobiloperatörerna, i syfte att kunna identifiera onormala
beteenden. Arbetet med att nå denna förståelse resulterade i en ny variant av
exponentiell utjämning och en algoritm för avvikelsedetektering. Algoritmen
validerades därefter i en fallstudie.

Vidare står kraven på hög prestanda och tillförlitlighet i konflikt med varan-
dra, eftersom hög tillförlitlighet kräver att meddelanden replikeras till en eller
flera andra noder, vilket resulterar i ökad bearbetning och nätverkstrafik, och
därmed påverkar prestandan negativt. Vi adresserade detta problem genom att
först skriva en problemformulering för hur kvalitetsattributen skulle påverkas
i en konfiguration med flera noder, vilket resulterade i en översyn av modern
forskning och praxis. Därefter utvecklade vi en ny datareplikeringsalgoritm,
som validerades i ett kontrollerat experiment. Resultaten från experimentet
visade att även i en geografiskt utspridd konfiguration, kan prestandan öka i
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takt med antalet noder.
För att slutligen säkerställa att vi framöver skapar lösningar som

ger signifikanta förbättringar, utförde vi också en arkitekturanalys av
SMS-programvaran. Denna fallstudie utmynnade i en något oväntad insikt
om att en migrering av kredithanteringen till en uppsättning mikrotjänster
skulle resultera i förbättrad prestanda för de flesta av systemets olika
användarkategorier.
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Popular summary

As individuals, we can choose between a plethora of systems for sending short
messages. For messages sent from companies to their customers, such as meet-
ing reminders, tickets, and authentication codes, traditional text messages are
still commonly used, as this is a proven technology which works on all mobile
phones. The companies usually send these messages via SMS brokers, who in
turn forward them to each recipient’s mobile operator. Because brokers charge
the senders per message, they want to be able to handle a large number of mes-
sages for this traffic to be profitable. They also want to be sure the senders are
charged the correct amount. Senders, on their part, want to be able to trust that
their messages will reach the customers.

One of the software products that handle this kind of data traffic, which has
some unusual features and quality requirements, is the Enterprise Messaging
Gateway (EMG) from Braxo AB. Daniel Brahneborg, in a collaboration be-
tween Mälardalen University and Braxo, has built on current research to find
better ways to meet the sometimes conflicting requirements of both good per-
formance and high reliability. This has resulted in a new algorithm for finding
deviations in response times, which can vary from a few milliseconds to several
seconds and still be considered normal. It has also provided a more efficient
technique to keep data safe when using geographically dispersed computers. A
thorough analysis of EMG’s architecture finally showed how its balance man-
agement could be changed to handle the steadily increasing traffic volumes of
both larger and smaller SMS brokers.
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Populärvetenskaplig
sammanfattning

Privatpersoner kan idag välja bland många olika system för att skicka korta
meddelanden mellan varandra. För meddelanden som skickas från företag till
deras kunder, exempelvis mötespåminnelser, biljetter, och inloggningskoder,
är dock traditionella SMS fortfarande väldigt vanliga eftersom tekniken är väl-
beprövad och fungerar på alla mobiltelefoner. Företagen skickar oftast dessa
via SMS-mäklare, som i sin tur skickar dem vidare till mottagarnas respektive
mobiloperatörer. Eftersom mäklarna tar ut en avgift per meddelande av avsän-
darna, vill de kunna hantera stora trafikmängder för att det ska vara lönsamt.
De vill också vara säkra på att avsändarna debiteras rätt belopp. Avsändarna å
sin sida vill kunna lita på att deras meddelanden kommer fram till sina kunder.

En av de mjukvaruprodukter som finns för att hantera den här sortens data-
trafik, som har både speciella egenskaper och kvalitetskrav, är Enterprise Mes-
saging Gateway (EMG) från Braxo AB. I ett samarbete mellan Mälardalens
Universitet och Braxo har Daniel Brahneborg byggt vidare på aktuell forsk-
ning för att hitta bättre sätt att uppfylla de ibland motstridiga kraven av både
god prestanda och hög tillförlitlighet. Arbetet har resulterat i en ny algoritm
för att identifiera avvikelser i svarstider, trots att dessa kan variera från enstaka
millisekunder till flera sekunder och ändå anses normala. Det har också gett
en effektivare metod för att säkerhetskopiera data mellan geografiskt åtskilda
datorer. En djupgående analys av EMGs arkitektur visade slutligen hur dess
saldohantering skulle kunna ändras för att hantera de stadigt ökande trafikvoly-
merna hos både större och mindre SMS-mäklare.
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Abbreviations

The abbreviations used in this thesis are provided here for convenient refer-
ence.

ATAM
Architectural Trade-off Analysis Method, a way to analyze a software
architecture, with a focus on quality attributes.

CRDT
Conflict-Free, Commutative and Convergent Replicated Data Types.
These are data types where the order of the applied operations has no
effect on the end result. Some of these data types even allow a subset of
the operations to be ignored. For example, the natural numbers N under
the max() operation support both these conditions.

EMG
Enterprise Messaging Gateway, our demonstration system.

GSM
Global System for Mobile communications, a digital system for mobile
telephony.

HTTP
HyperText Transfer Protocol, the primary communication protocol used
for web traffic.

IA5 International Reference Alphabet number 5, a 7 bit character encod-
ing scheme often used for mobile text messages. In the SMS domain,
the character set referred to as “IA5” is however more correctly named
“GSM-7”.

ICAB
Infoflex Connect AB, the company that developed and maintains EMG.
In 2021 this company changed its name to Braxo AB.
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MPS
Messages Per Second, the unit we use for measuring throughput of a
messaging system. When the incoming and outgoing throughput differ,
we use the smallest of these values as the throughput of the system.

NoSQL
A common name for databases which do not use the relational paradigm
of SQL databases.

PDU
Protocol Data Unit, a single data packet used for SMS traffic. Each PDU
contains a login request with a username and password, a single SMS of
up to 160 characters, or the acknowledgement of a received message.

QR Quality Requirements, how well a system behaves. ISO/IEC 25010 [45]
expresses this in terms of performance efficiency, compatibility, reliabil-
ity, etc. Each of these are then divided further, e.g., reliability consists
of maturity, availability, fault tolerance, and recoverability.

RTT
Round-Trip Time, the time between sending a request to a remote system
and getting an acknowledgement back.

SMPP
Short Message Peer-to-Peer, a communication protocol used for SMS.

SMS
Short Message Service, traditional text messaging in the GSM, 3G, 4G,
and 5G networks.

SQL
Structured Query Language, the standard language for accessing rela-
tional databases.

TCP Transmission Control Protocol, providing reliable and ordered delivery
of network packets over IP networks.

UCP
Universal Computer Protocol, a communication protocol used for SMS.

UCS Universal Character Set, a way to encode character codes. Common
variants of this encoding are UCS-2, which uses 2 bytes per character
and UCS-4, which uses 4 bytes per character.
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UTF Unicode Transformation Format, a set of ways to serialize UCS val-
ues. The most commonly used variant is UTF-8, using between one and
four bytes for each character. Some systems, e.g., some modern SMPP
implementations, use UTF-16. This format uses two or four bytes per
character, and is compatible with UCS-2 for most character codes up to
65535.
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Chapter 1

Introduction

Communication has been an important concept in computer science for a long
time, even though it did not always involve networking. In earlier days the
communication was mainly between the applications and what is now called
the operating system kernel [64]. Over time, applications started communi-
cating with each other, both within the same computer and across a network.
This communication would sometimes require a separate software component
sitting between the communication endpoints, providing protocol conversion
when one or both applications could not be changed [24]. In other cases,
such a component could provide a bridge between new applications and legacy
databases when there was a mismatch in the data [80], e.g., whether prices are
specified with or without tax, or whether locations use town names or postal
codes. The names used for the software in the middle has varied, but “middle-
ware” [64], “gateways” [24] and “mediators” [80] seem to be the most com-
mon. In this thesis, we will use “gateways”.

Many gateways use a variant of the store-and-forward architecture [32] in
order to isolate producers and consumers of data from each other, leading to
a more resilient system than if all operations were done in lockstep. Further-
more, by storing data in the gateway for a short time before forwarding it,
the incoming data packets can be merged so that the outgoing bandwidth can
be utilized more effectively. The store-and-forward architecture is also useful
when there is a human on at least one end, e.g., for email and instant messag-
ing [10], as this allows the human’s computer or mobile phone to temporarily
be switched off. For such systems involving humans, we will use the term
“messaging gateway”, even though this term is sometimes used by others for
application-to-application gateways.

Gateways specialized for mobile text messages are of particular interest in
this thesis. Text messages, often referred to as SMS (Short Message Service),
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are still popular despite being a relatively old technology, as such messages can
be both sent and received by all mobile phones without any additional software
installed. Therefore, SMS is frequently used all over the world by companies
for sending their customers meeting reminders, authentication codes, tickets,
and more. In 2019, on average about 300 000 text messages were sent every
second1. Different sources claim slightly different numbers for 2022, but all are
around this level.

Text messages from companies are typically not sent from mobile phones,
but from applications running on computers connected to the internet. Send-
ing an SMS directly over the internet to the network operators is surprisingly
non-trivial. First, the right operator must be selected for each message. This
could previously be done by just checking the first few digits of the phone
number, but due to number portability this is now much more complex. Next,
the operators use different communication protocols and can have very specific
requirements on the traffic.

In the spirit of “encapsulating the concept that varies” [34], the complexity
of communicating with the operators is normally contained within a gateway
specifically designed to handle SMS traffic. Such a gateway, simply referred
to as an SMS gateway, is often run by a category of companies known as
SMS brokers. The gateways and the brokers both offer a simplification for
the senders, the gateways on a technical level and the brokers on a business
level. This provides added value which senders are willing to pay for, and also
creates many business opportunities to provide additional services.

This thesis is centered around messaging gateways in general and SMS
gateways in particular, exploring ways to make these gateways more efficient
and reliable, and thereby possibly also more profitable. The efficiency is ad-
dressed in research challenges 1 and 2, focused on network round-trip times
and the software architecture, respectively. Our work on these challenges led to
research contribution 1 on exponential smoothing, contribution 2 on anomaly
detection, and contribution 3 on architecture analysis. The reliability is then
addressed in research challenge 3, on the issues that appear when using mul-
tiple servers. This resulted in a review of the state of the art and practice in
contribution 4, and two data replication protocols in contributions 5 and 6.

1https://visualcapitalist.com/what-happens-in-an-internet-
minute-in-2019
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1.1 System Model

We define our system model as comprising one or more entities sending mes-
sages to a messaging gateway. This gateway stores the messages and sends
back acknowledgements for each one. The messages get picked up from the
message storage, are sent to a selected recipient, and then deleted from the stor-
age when the acknowledgement from the recipient comes back. This matches
what Petriu et al. [47] calls “Pipeline with buffer”, but with a buffer that is
persisted in some form of storage, to avoid data loss in case of a software fault.
We assume that the gateway is sufficiently effective in its CPU usage, i.e., us-
ing fast and scalable data structures and algorithms, as well as a minimum of
memory allocations and locks.

There are no end-to-end acknowledgements, and the senders typically
cannot resend lost messages. All message flows are independent and
asynchronous, and all communication to and from the gateway is carried
out using standard communication protocols which cannot be modified.
All remote systems are authenticated and well behaved, so there are no
denial-of-service attacks or byzantine failures [55].

1.2 Thesis Goal

Previous research has shown that the existing solutions for increasing system
reliability often limit the achievable throughput. Dahlin et al. [29] examined
the different types of failures which can cause server unavailability. They con-
cluded that by using a combination of techniques, e.g., data caching on the
client side, routing via separate networks, and server replication, unavailabil-
ity can be decreased by up to two orders of magnitude. One way of achieving
this combination is to use geographically distanced servers. WanKeeper [3],
by Ailijiang et al., is a service for distributed coordination of such servers.
WanKeeper is based on ZooKeeper [41], extending it by using a hierarchical
design, providing low latency when operations on the same client read or write
the same key-value pair multiple times. In their evaluation, they reach about
100 operations per second. This is a factor of between 5.6 and 18 more than
ZooKeeper in the same configuration, but still a factor of 100 less than what
we aim for in this thesis. Our earlier (not published) experiments indeed con-
firm that existing data replication techniques typically result in a throughput
several orders of magnitude lower than when using only local operations. Fur-
thermore, the impossibility result by Didona et al. [30] says that systems which
support write transactions with more than one object, will get read operations
that either block, require multiple network round-trips, or return multiple val-
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ues.
We see execution time predictability and stability as closely related to both

reliability and throughput, as unusually long response times could indicate
some sort of issue that must be addressed. For the response time distribution
we had observed, we needed a solution based on collective anomalies [26],
adjusted to a more detailed model than a simple exponential smoothing, even
extended with a seasonal component [81] or two [75].

For data that should be identical on all servers in a distributed system, such
as the message senders’ credit balance, the best solutions seem to be based
on Conflict-free Replicated Data Types (CRDTs) [73]. However, they often
lead to excessive network and storage usage [4, 79], and we found no variant
well suited for the case when the replicated data stays constant for an extended
period of time, and therefore does not need to be replicated over and over.

The overall goal in this thesis is to understand and improve both the
throughput and the reliability of a messaging gateway consistent with our
system model. Primarily, this means increasing the throughput, measured as
the number of processed messages per second, and the reliability, represented
by the ratio of messages which would still be delivered to the correct recipient
even in case of a server failure. To minimize risk and development costs, the
improvements should be achieved while keeping the required changes of the
existing system architecture to a minimum.

When specifying the quality requirements for a system it may be helpful
to start with an existing model or taxonomy [11, 27, 35, 49, 70], perhaps even
a published standard such as ISO/IEC 25010 [45]. The ISO 25010 model
uses eight main characteristics: Functional Stability, Performance Efficiency,
Compatibility, Usability, Reliability, Security, Maintainability, and Portability.
Each one of these is then divided into a handful of related sub-characteristics.

The concrete quality requirements addressed in this thesis are listed in Ta-
ble 1.1. Following the ISO 25010 taxonomy, we consider throughput and la-
tency to be parts of Performance Efficiency, specifically the sub-characteristics
Time Behaviour. Likewise, we see scalability as part of Performance Effi-
ciency in general, and resilience as part of Reliability. Availability is already a
part of Reliability in ISO 25010.

1.3 Research Challenges in Brief

We address two groups of research challenges in this thesis. In the first group,
the focus is on the throughput in systems with a single node. Here we iden-
tified two challenges, RC1 and RC2. For the second group the focus shifts to
multi-node messaging gateways in order to also cover reliability, resulting in
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Table 1.1: The most important quality requirements (QR) in this thesis.

ISO 25010 QR Description

Performance

Throughput
Throughput should be high, even on
moderately powerful hardware.

Latency
Clients should get acknowledgements for

Efficiency sent messages without unnecessary delays.

Scalability
It should be possible to run the messaging
gateway in parallel on multiple machines
for a higher total system throughput.

Reliability

Availability
Clients should be able to connect to the
messaging gateway system and send
messages.

Resilience
Received and acknowledged messages
should not be lost even if a limited number
of servers fail or become unreachable.

RC3. The three challenges are listed below, and are described in more detail
in Section 3.1.

RC1: Understand and model round-trip times and their anomalies
We observed a large variation in round-trip times for SMS traffic in sev-
eral production environments, and wanted to get a better understanding
of this value distribution, as well as find ways to use this understanding
to reliably identify anomalies.

RC2: Identify architectural weak points and find ways to improve them
In order to possibly increase both the availability and efficiency of an
existing messaging gateway, we wanted to know if its architecture could
be improved, and if so, how.

RC3: Identify and resolve multi-node issues
As mentioned in Section 1.2, there is a conflict between reliability and
throughput. We wanted to identify the exact reasons for this conflict for
multi-node messaging systems, and find more suitable balance points
between these requirements.

1.4 Thesis Contributions in Brief

The contributions of the papers included in this thesis are, briefly, as follows.
They are described in more detail in Section 3.3. In short, contributions C1,
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C2, and C3 focus on the throughput, and C4, C5, and C6 focus on the relia-
bility while still not ignoring the throughput.

C1 A generalized exponential smoothing which works for any number of di-
mensions.

C2 An anomaly detection algorithm for collective anomalies [26] in data cov-
ering multiple orders of magnitude.

C3 An in-house variant of the Architectural Trade-off Analysis Method
(ATAM) [52] for finding the architectural approaches with the largest
effect on the system’s quality attributes.

C4 A review of the state of the art and practice for multi-node systems.

C5 A description, implementation and analysis of a data replication protocol
designed for store-and-forward systems with geographically separated
nodes.

C6 A resilient and efficient method for replicating data normally updated in
isolated bursts, such as the credit balances for system users.

1.5 Impact of Contributions

When our system model is implemented as an SMS gateway as shown in Fig-
ure 1.1, the message senders are typically companies, and the recipients are
mobile network operators. The senders pay the SMS brokers to forward the
traffic, so an SMS gateway requires a credit management module to keep track
of the messages sent by each company and rejecting traffic when prepaid bal-
ances are depleted. The reliability of the message storage is business critical
for the SMS brokers due to the per message cost from the operators.

Company 1 Broker Operator 1

Operator 2Company 2

Figure 1.1: Companies sending text messages via an SMS broker to Mobile Network
Operators. Originally published in Paper D.
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Some SMS brokers develop their own software, while others prefer to use
existing third party solutions. One of these third party products is the En-
terprise Messaging Gateway (EMG) from Braxo AB. EMG is an SMS gate-
way matching our system model, and is used as a proof-of-concept messaging
gateway and an industrial use case in this thesis. EMG handles the “soft mis-
match” [24] case, as not all attributes exist or have the same values in all SMS
protocols. The protocols are however similar enough for an SMS gateway to
be able to provide meaningful conversions in most practical cases. Braxo gets
revenues from EMG in the form of license costs paid by various SMS brokers,
and from the price differences between what it charges the companies using
Braxo’s own EMG servers and what it pays the operators for delivering this
traffic to the mobile phones.

By leveraging the throughput oriented contributions in this thesis, EMG
can be made more effective in forwarding the traffic, lowering the cost for the
machines it runs on, and thereby the system as a whole can generate a higher
profit both for Braxo and the EMG licensees. Additionally, both SMS bro-
kers and companies sending the messages need to be able to trust that once a
message has been accepted by EMG, it will not get lost. By providing better
reliability for the messages using the reliability oriented contributions in this
thesis, Braxo can sell EMG licenses to more SMS brokers, and more compa-
nies will be interested in sending messages via EMG based systems.

1.6 Thesis Outline

The rest of the thesis is structured as follows.

• Chapter 2 contains further background information and elaborates on the
motivation behind this thesis.

• Chapter 3 contains a summary of the research and a discussion on future
work.

• Chapter 4 concludes the thesis.

• Part II contains the included papers.

Some passages of this thesis have been quoted verbatim from the author’s
Licentiate thesis [13].
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Chapter 2

Background & Related Work

In this chapter, we describe important concepts and summarize related work
relevant for this thesis. All papers in this thesis, as listed in Section 3.2, discuss
SMS traffic to some degree, which motivates Section 2.1 where we describe the
communication protocols used for such traffic. Log files can be very helpful in
many applications in the analysis of which actions the application has taken,
so the log files used in Paper A are described in Section 2.2. Our initial ob-
servations regarding the round-trip times for outgoing requests and processing
times for incoming requests, which were presented in Paper N2 and analyzed
in Paper A, are described in Section 2.3. Next, Section 2.4 contains a general
discussion about software architecture, which is important in both Paper B, Pa-
per C, and Paper D. Finally, Section 2.5 contains related work on the anomaly
detection discussed in Paper A and the data replication discussed in Paper D
and Paper E.

2.1 SMS Protocols

There are a handful of protocols used for SMS messaging, most of them orig-
inally designed for direct communication between message senders and net-
work operators. The protocols are all similar to each other as they support
almost the same set of attributes, e.g., sender phone number, recipient phone
number, message body, character set, and whether a delivery receipt should
be returned. The data packet containing such a set of attributes for a single
request or response is called a PDU, a Protocol Data Unit.

The main differences between the protocols concern the encoding of val-
ues in a PDU. For example, UCP (Universal Computer Protocol1) sends all

1https://en.wikipedia.org/wiki/EMI_(protocol)
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data as human readable text with each field separated by a “/” character, while
SMPP (Short Message Peer-to-Peer2) sends all data as binary encoded tuples
containing a field number, the data length, and the data. Over time, many SMS
gateways have started to also support more general purpose protocols such as
HTTP (Hypertext Transfer Protocol3) albeit with differences in the field names
and value encodings.

The similarities between the protocols served as the basis for the creation
of EMG. Thanks to SMS gateways such as EMG, otherwise incompatible SMS
software products from different vendors can now easily communicate with
each other.

The SMS protocols are all stateful, requiring an initial “login” operation
before any messages can be sent. This means there is no need for sending au-
thentication information with each request, and enables traffic going upstream
from the mobile phones via the operators back to the companies.

Sliding windows are used to achieve a higher throughput than what would
be possible if the system waited for a response after each request. Each out-
going request contains a unique transaction number, and this number must be
included in the corresponding response.

The sender may want confirmation that the message was successfully de-
livered to the mobile phone, and would in that case request a delivery report
by setting a flag in the message PDU. Such a delivery report is structured and
handled in much the same way as a regular message.

2.2 SMS Gateway Log Files

Most SMS gateways can be configured to produce PDU log files, contain-
ing information about each data packet sent or received from both clients and
operators. These files might then be used to view the exact network traffic,
separated into the data fields used by each of the supported protocols. These
PDU log files provide the data analyzed by the tool presented in Paper A.

A typical entry in a PDU log for SMPP, as it is generated by EMG, is
shown below. The part “operator1,0” means the connection to “operator1”,
instance number 0. There can be many parallel connections to the same oper-
ator, thus the need for an instance number to distinguish them. The “trn” field
is the transaction number used by the sliding window mechanism. When a re-
sponse comes back with the same transaction number on the same connection,
it is possible to calculate the round-trip time for that request. The “SHORT-

2https://en.wikipedia.org/wiki/Short_Message_Peer-to-Peer
3https://tools.ietf.org/html/rfc7231
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MESSAGE” field contains the message body, in hexadecimal form. For a full
explanation of the other fields, we refer to the publicly available SMPP speci-
fication4.

2022-11-22 13:15:00.700729 INFO (operator1,0)
Write op:0x00000004 (SUBMIT_SM)

status:0 trn:1337 datalen:142
SOURCEADDRTON:1 SOURCEADDRNPI:1 SOURCEADDR:464321
DESTADDRTON:1 DESTADDRNPI:1 DESTADDR:46123456
ESMCLASS:0 PROTOCOLID:0 PRIORITYFLAG:0
REGISTEREDDELIVERY:1 REPLACEIFPRESENT:0
DATACODING:3 SMDEFAULTMSGID:0 SMLENGTH:12
SHORTMESSAGE:50684420646566656E7365

2.3 Round-Trip Time Distribution

The round-trip times between two servers has two main components, the time
required for the data packets to travel back and forth between the servers, and
the processing time on the remote machine. Briscoe et al. [23] have described
five main groups of sources for the first component: structural delays, interac-
tion between endpoints, delays along transmission paths, delays related to link
capacities, and intra-end-host delays. Most of these are relatively constant over
time between each pair of servers, which is consistent with our assumptions
in Paper A where we only considered the second component, the processing
time. The main exception concerns interaction between endpoints, primarily
the transport initiation phase. Any variations caused by this, e.g. the TCP slow
start, would be evenly distributed among different types of data packets.

In Paper N2, we looked at the distribution of the raw RTTs. The relative
number of request and response pairs which completed within a certain time
for one of the operators are shown in Figure 2.1. The X-axis is the time limit
in �s, and the Y-axis is the relative number of pairs, both on a logarithmic
scale. The larger ratio that each bullet represents, the higher up it is. The blue
line shows the response times for incoming traffic to EMG, and the red line
shows the response times for outgoing traffic to the operator. We see that the
operator sometimes responds very quickly, shown by the left end of the red
line being close to 1e+03 �s (1 ms).

4The most reliable way to find this document is to enter “smpp 3.4 specification” in your
favourite search engine, as at the time of this writing currently there is no official owner and
maintainer of this protocol. However, there are several suppliers of applications and libraries
that implement SMPP who provide the specification as a service to their users.
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Figure 2.1: The distributions of the processing times for incoming requests to EMG,
and the round-trip times for outgoing traffic to an operator.

The right end of the red line, representing messages with a RTT of more
than 30 seconds, is marked with “1”. If these measurements are spread evenly
over a longer time span, such slow responses could actually be acceptable.

Another observation concerns the two peaks, marked with “2”, on the blue
line representing incoming traffic. A closer investigation revealed that the op-
erator sends keepalive PDUs, which is a heartbeat mechanism [6] used to de-
tect if the remote system has failed. These requests require less processing by
EMG than regular messages, and this difference is reflected in these two peaks
being so far apart along the X axis. From the diagram we can see that a typical
keepalive message gets a response sent after around 0.1 ms (1e+02 �s), while
normal messages require 5–10 ms.

Similar peaks could be seen for the outgoing traffic as well, but here the
keepalive PDUs turned out to correspond to the peak to the right, in Figure 2.1
marked with “3”. The operator later verified that keepalive responses were sent
with a constant delay of 50 ms, which is consistent with the difference between
the two peaks of the red line.

For anomaly detection to be meaningful on response times with these pro-
files, the data points had to be separated somehow. This separation was done
in Paper A as described in Section 3.3.
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2.4 Architectural Approaches

The quality attributes are often the main drivers of the system architecture [32],
as the functional requirements can usually be fulfilled regardless of whether
the system is a monolith on the local computer or a collection of microservices
running in a cloud. The selected architecture has a much bigger effect on
aspects such as response time, availability, and modifiability. The relationships
between the architectural approaches used in EMG and the resulting quality
attributes were explored in Paper B.

The architecture is usually one of the things that is hardest to change about
a system. Making a change at the edge of a properly structured system, such
as changing the SQL database from one brand to another, can sometimes be
as easy as updating a configuration file. However, a change such as migrating
from a monolith to microservices is an entire research field with activities both
in academia [39] and the industry [40, 65]. In this field we published Paper C,
on the architectural changes required to enable a messaging gateway to run in
parallel on multiple servers.

We recognize that many systems can be described in multiple ways, de-
pending on the perspective [8]. There are therefore several architectural pat-
terns that can be used to describe the behaviour and design of a messaging
gateway. They also affect which modifications are possible, and offer different
advantages for the stakeholders. The patterns most relevant for this thesis are
listed below, and then described in more detail.

Monolith
Enables easy development, relatively simple test and life-cycle manage-
ment, and is efficient.

Store-and-Forward
Enables high availability and independent components on the system
level, as the incoming and outgoing connections do not have to be active
at the same time.

Publish–Subscribe
Enables high availability and independent internal components, as each
connection is free to consider solely its own work.

Client–Server
Increases portability, as the gateway can be deployed anywhere in the
network.

Plugins and Microservices
Provide high portability and modifiability by the application customers.

15



2.4.1 Monolith

Basically, a monolith has all its functionality packaged into a single executable
file. This makes it easy to manage its life-cycle: either the program is running,
or it is not. The main disadvantage when using a monolith is that functionality
cannot be updated without restarting the entire program, which in the gateway
case results in also closing all connections to both clients and operators. This
connectivity issue was discussed in depth in Paper B.

2.4.2 Store-and-Forward

As mentioned, the top level architecture generally used for SMS traffic is called
“store-and-forward”, as the SMS gateways store each message sent to them
until they can be forwarded to the right operator, and each operator stores each
message until it can be forwarded to the mobile phone. This perspective is
discussed to varying degrees in all papers in this thesis. A similar architecture
is “batch-sequential” [32], where the focus is more on batch-wise processing
of larger groups of data. Such batching was a key factor to the high throughput
reached in Paper D.

Neither store-and-forward nor batch-sequential has any built-in end-to-end
acknowledgement. At a lower level in the networking stack, TCP adds this
acknowledgement on top of the store-and-forward based IP, but there is no
corresponding mechanism for SMS. SMS indeed has delivery reports, but they
are too unreliable to be used for determining whether a message must be resent.
Some operators never send these back at all, forcing the SMS brokers to simply
assume all messages are successfully delivered, while other operators send
back positive delivery reports for all messages regardless of their final status.

2.4.3 Publish–Subscribe

The architectural style best matching how a messaging gateway might handle
messages internally is called “publish–subscribe”. In this architecture compo-
nents called “producers” publish events on an event bus, and the “consumers”
which are subscribed to matching event types are notified. The producers and
consumers can thus run independently of each other. The mapping of these
concepts to EMG5 was described in Paper B, and how to replicate the event
bus was the main topic of Paper D.

5In EMG, a connector is an incoming port to which clients can connect, or a set of outgoing
connections to another system.
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“The embedded NoSQL storage acts as the event bus, the connec-
tion between producers and consumers. The publisher is driven
by the incoming connector the client connects to, and the con-
sumer is driven by the outgoing connector. The events are the
text messages, and the event types correspond to the names of the
connectors.” – Paper B

Having independent connectors allows clients to send a large number of
messages without requiring the designated operators to always be online and
able to receive the messages. Likewise, operators can return delivery reports to
the SMS gateway without requiring each intended recipient to be connected.

2.4.4 Client–Server

When seen as a client–server system, a gateway acts as both a client and a
server. This is shown in Figure 1.1, where a gateway running at the SMS
broker acts as a server to the clients run by the companies to the left, and as a
client towards the operators to the right.

2.4.5 Plugins and Microservices

Some business logic is too customer speci�c to capture using only con�gura-
tion options. In order to provide the customers with extension points where
they can add such logic themselves, many applications support plugins. This
extensibility comes at the cost of lower throughput due to increased overhead
as compared to making an internal function call. Making these calls to a mi-
croservice increases the independence between the application and the cus-
tomer code, as the microservice can be written in any programming language
and even run on a different server. However, this is also likely to incur a cost
of higher latency on account of the additional network traf�c required to han-
dle each request. Both these extension types, microservices in particular, were
discussed in Paper B.

2.5 Related work

2.5.1 Anomaly Detection

Chandolaet al. [26] identi�ed three basic anomaly types: a) “point,” when
individual data points are anomalous compared to the rest of the data, b) “con-
textual,” when data points are anomalous in a speci�c context, e.g., a temper-
ature in a speci�c time of the year, and c), “collective,” when a collection of
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data points are anomalous compared to the rest of the data. The anomaly de-
tection used in Paper A was a combination of contextual and collective, as it
was triggered by a collection of data points, but only compared to the subset of
data points with similar parameter values (e.g., character encoding and PDU
type).

In addition to these three types, Ibidunmoyeet al. [42] identi�ed the “pat-
tern” type, for detecting changes in the shape of a series of data points. This
type matches our observation discussed in Section 2.3 regarding the two dis-
tinctive peaks in the graph.

Guyon and Elisseeff gave an overview of “Variable and Feature Selec-
tion” [37, 38] from the machine learning area, used for gene selection and text
classi�cation. This could have been used in the papers A and N2 to �nd the
attributes which had the largest effect on the round-trip time, instead of the
manual method that was used. This might also have identi�ed variations in the
round-trip times caused by combinations of attributes, which was not possible
using the manual method.

Similarly to what we did in Paper A, Ibidunmoyeet al. [43] examined
endless time series streams, using “tumbling windows” (sliding windows with
steps> 1, and no overlap between each window), as a preliminary phase for
incrementally �nding means, trends and seasonalities, followed by a detection
phase.

Anomaly detection in log �les very often means comparing their contents
with some prede�ned pattern or another type of state machine [7, 76]. How-
ever, this requires that such a state machine can be de�ned in advance, and thus
appears better suited for detecting point anomalies.

2.5.2 Architecture Analysis

Within the Software Architecture �eld, there is a research area on the analysis
of such architectures. It is clear that in this area the connection between archi-
tecture and changeability is central, as one of the �rst methods published on
how to do an architecture analysis, the Software Architecture Analysis Method
(SAAM) [51], primarily focuses on the modi�ability of the evaluated system.
SAAM later got extended into SAAMCS [56], focused on complex scenar-
ios, ESAAMI [61], adding a reusable knowledge base, and SAAMER [57],
adding considerations for evolution and reusability. SAAM also got extended
into ATAM [8, 52], which added both a full set of quality attributes, and the
two conceptssensitivity pointandtrade-off point. ATAM was the method we
selected for the analysis in Paper B. ATAM, in turn, was then further extended
into the Cost Bene�t Analysis Method (CBAM) [50, 62], adding a �nancial
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dimension.
The literature reviews by Dobrica and Niemelä [31] and Ionita et al. [44]

describe a few more methods, many with modi�ability as a key concept. Ionita
et al. also concluded that an important bene�t from all these methods is “im-
proved communications between stakeholders”. It may therefore in some cases
be more important to actually carry out an architecture analysis, than to use
some particular method.

2.5.3 Data Replication

At its core, a messaging gateway is essentially a kind of message queue,
an application type which exists in many variants [25, 58]. The basic idea
is that some sort of message enters the system, and is delivered to one or
more other systems. The most well known of these products are probably
Apache Kafka [53] and RabbitMQ6. These products seem to �t best into
publish–subscribe scenarios where each recipient subscribes to a small subset
of the full data �ow.

The publish–subscribe model may make it seem like a good idea to use
Apache Kafka in EMG to draw on its proven throughput and data safety, but
the similarities make the mapping of the quality requirements dif�cult. Using
Kafka would also increase the complexity of deployment and management of
the messaging system for the SMS brokers beyond what appears reasonable.

Worth mentioning is also the group of protocols designed for distributed
agreement, primarily of an ordered sequence of events [67]. These protocols,
e.g., Paxos [54] and its variants Mencius [60] and AllConcur [69], as well as
Raft [66] and ZooKeeper [41], are most suitable for slow moving sequences.
In the messaging context, they could be used to maintain the system con�gu-
ration or the list of clients authorized to use the system, as such information
is usually quite stable over time. They would be less of a �t for things such
as the message queues, as using them would lead to excessive network traf-
�c and data storage volumes. Paper C explored this in more detail, matching
replication methods to the various types of data used in a messaging gateway.
The replication protocols presented in D and Paper E were then designed to be
more bandwidth friendly than any of these protocols.

6https://www.rabbitmq.com
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Chapter 3

Research Summary

The research in this thesis is based on three main challenges, described in Sec-
tion 3.1. Each challenge has been addressed in one or more of the included pa-
pers, which are described in Section 3.2. The outcome of this work is centered
around six main contributions, described in Section 3.3. The overall research
process and the individual research methods are then described in Section 3.4.
Finally, some possibilities for future work are discussed in Section 3.5.

3.1 Challenges

According to our system model described in Section 1.1, we assume that the
gateway is suf�ciently effective in its CPU usage. The overall focus in this
thesis is therefore on I/O related research challenges (RCs), primarily the net-
work traf�c. For RC1 and RC2 the focus is on systems with a single node, and
for RC3 the focus is on systems with multiple nodes.

RC1: Understand and model round-trip times and their anomalies
The processing time required when receiving a message can be sub-
stantial, sometimes much longer than the raw network round-trip time.
Some sources we have seen in production environments for this time
consumption are database operations and communication with other ser-
vices, e.g., for deciding to which operator a message should be sent and
what the exact cost for the sender will be. These operations make the
total time from sending a message to receiving its acknowledgement fol-
low a more complex distribution function, shown in Figure 2.1 in Sec-
tion 2.3, than what has been seen at lower levels in the networking stack,
e.g., for ACK packets [2, 46]. Research Challenge 1 was to get a better
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understanding of this distribution, and �nd ways to identify abnormal
delays.

Albeit in a different context, Underwood et al. [78] showed that the de-
gree of variation of the network latency was highly correlated with the
total performance. As the SMS protocols use windowing to limit the
number of outstanding network requests, a single long round-trip pre-
vents multiple messages from being sent during that time. It therefore
seems reasonable to assume that their result holds for us as well. By
identifying and thereby possibly enabling the reduction of RTT varia-
tions, resolving this challenge would get us closer to our research goal
of achieving a higher throughput.

RC2: Identify architectural weak points and �nd ways to improve them
Before making any architectural changes, it is necessary to know the sta-
tus of the system you are changing. Research Challenge 2 was therefore
to identify any performance related weak points in the current architec-
ture of EMG, and to �nd ways to improve its architecture.

RC3: Identify and resolve multi-node issues
Scaling a set of microservices to more nodes for increased total system
performance can be relatively easy, by just moving one or more services
to new nodes which can share the work load. Having the same service
on multiple nodes can also provide higher resilience, as this allows the
system to keep functioning during a server failure. Doing the same type
of scaling or load balancing with a monolith is much more dif�cult, as
there are typically no services to move. Also, as we saw in Section 1.2,
there is often a trade-off between the increased reliability achieved by
using multiple nodes and the overall system throughput, caused by the
overhead from the unavoidable communication between the nodes. Re-
search Challenge 3 was to identify these issues in more detail and �nd
candidate solutions for our system model.

3.2 Papers

Figure 3.1 is an extension of Figure 1.1 where a second gateway with its own
MySQL server and a NoSQL cluster have been added. It illustrates how each
one of the included papers �ts in the overall SMS gateway architecture. Each
paper also addresses one or two quality attributes of a messaging gateway,
listed in Table 1.1 in Section 1.2. First, Paper A focuses on the latency in the
communication between senders and a gateway, and between a gateway and
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Figure 3.1: The gateway architecture and the included papers. There may be multiple
senders and recipients.

recipients. Next, Paper B focuses on the gateway as such, in order to improve
the availability and the communication towards the MySQL database to im-
prove the ef�ciency of the system. Paper C focuses on the communication
required between the gateways in a multi-node con�guration to achieve good
scalability and improved reliability. For the same con�guration, Paper D fo-
cuses on the communication towards the NoSQL storage, and the replication
of that data in order to increase the reliability. Paper E focuses on replicating
the current credit balance for each client between multiple nodes.

3.2.1 Papers included in the thesis

I am the main author of all papers listed below. I also made the implementa-
tions for Paper A, Paper D, and Paper E. The co-authors all contributed with
valuable discussions before and during each project, plus various additions,
adjustments and clari�cations of the texts. The papers have been reformatted
to comply with the thesis layout, and occasional typos discovered after their
publication have been corrected.

Paper A: Round-Trip Time Anomaly Detection. Daniel Brahneborg,
Wasif Afzal, Adnan �Cauševíc, Daniel Sundmark, and Mats Björkman.
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ACM/SPEC International Conference on Performance Engineering
(ICPE), 2018 [19].

This is an extended version of Paper N2.

Paper B: A Lightweight Architecture Analysis of a Monolithic Messaging
Gateway.Daniel Brahneborg, Wasif Afzal. IEEE International Con-
ference on Software Architecture (ICSA), 2020 [14].

Presentation:https://youtu.be/DHrVZeAoZoQ

Paper C: Towards a More Reliable Store-and-forward Protocol for Mobile
Text Messages.Daniel Brahneborg, Wasif Afzal, Adnan �Cauševíc,
and Mats Björkman. Workshop on Advanced tools, programming lan-
guages, and PLatforms for Implementing and Evaluating algorithms for
Distributed systems (ApPLIED), part of the ACM Symposium on Prin-
ciples of Distributed Computing (PODC), 2018 [17].

Paper D: GeoRep – Resilient Storage for Wide Area Networks.Daniel
Brahneborg, Romaric Duvignau, Wasif Afzal, and Saad Mubeen.
IEEE Access, 2022 [21].

This is an extended version of Paper N4.

Paper E: Resilient State-based CRDTs without Atomic Broadcast.Daniel
Brahneborg, Wasif Afzal, and Saad Mubeen. International Conference
on Software Technologies (ICSOFT), 2022 [20].

3.2.2 Papers not included in thesis

Additionally, I have been the author or co-author of the following papers.

Paper N1: A Pragmatic Perspective on Regression Testing Challenges.
Daniel Brahneborg, Wasif Afzal, Adnan �Cauševíc. International
Conference on Software Quality, Reliability & Security (QRS),
2017 [16].

Paper N2: A Black-Box Approach to Latency and Throughput Analysis.
Daniel Brahneborg, Wasif Afzal, Adnan �Cauševíc. International
Conference on Software Quality, Reliability & Security (QRS),
2017 [15].

This is an early version of Paper A.
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Paper N3: Doctoral Symposium: Leaderless Replication and Balance Man-
agement of Unordered SMS Messages.Daniel Brahneborg. Inter-
national Conference on Distributed and Event-based Systems (DEBS),
2019 [12].

Paper N4: Superlinear and Bandwidth Friendly Geo-replication for
Store-And-Forward Systems.Daniel Brahneborg, Wasif Afzal, Adnan
�Cauševíc, and Mats Björkman. International Conference on Software
Technologies (ICSOFT), 2020 [18].

Winner of the Best Paper Award. It was then extended into Paper D.

3.3 Contributions

As the research challenges were resolved, we got a set of techniques for un-
derstanding and improving the throughput of a store-and-forward system, as
well as for improving its reliability while reducing this throughput as little as
possible. Table 3.1 maps the individual contributions to the research challenge
they address, and in which paper they were described. The contributions are
described in more detail next.

Table 3.1: The individual contributions, the research challenges they address, and the
paper they were described in.

Contribution(s) Challenge Paper
C1, C2 RC1 – Round-trip times A

C3 RC2 – Architectural aspects B
C4 RC3 – Multi-node issues C
C5 RC3 – Multi-node issues D
C6 RC3 – Multi-node issues E

C1: Exponential smoothing in multiple dimensions
Our �rst step in addressing RC1 was to model the round-trip times based
on an extended variant of exponential smoothing. Exponential smooth-
ing is a simple technique for calculating the average of a series of val-
ues, giving more importance to values later in the series. This is done
by taking a weighted sum of the previous average and the next value,
and repeating that calculation for each new value. The more weight that
is given to the �rst term, the more stable the average becomes as it re-
sponds slower to changes in the input values.
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The exponential smoothing technique exists in several variants. The
simplest one is basic exponential smoothing, which uses the formulas

s0 = x0

st = �x t + (1 � � )st � 1; t > 0

wherex t represents each new value,� the weight between 0 and 1 for
the new value,st � 1 the previous average, andst is the calculated new
average. The Holt-Winters variant [81] adds a seasonal component to
this, for example to handle forecasting of electricity usage which varies
depending on whether it is night or day. In order to also handle the
difference between summer and winter, Taylor extended this into Double
Seasonal Exponential Smoothing [75].

We made the observation that SMS messages have several independent
attributes, e.g., the message encoding used and whether a delivery report
is requested. Each value of each such attribute may have a measurable
effect on the round-trip time, so to calculate the expected RTT for a given
combination of attribute values, each such combination would require
its own exponential smoothing calculation. It would, however, lead to
a combinatorial explosion ofst values even though they were highly
correlated with each other.

Our contribution C1 contains two parts. First, we modi�ed the expo-
nential smoothing to handle multi-dimensional data, by using a singlest

value with adjustment factors based on the message attributes. Second,
we generalized the calculations to handle any number of such dimen-
sions.

C2: Anomaly detection algorithm
Our second step in addressing RC1 was to create an anomaly detec-
tion algorithm designed for endless time series of round-trip times at the
application level. Similarly to Agarwala et al. [1] and Tukey [77], we
identify anomalies as local spikes in the input data signi�cantly exceed-
ing the median or mean as calculated over a longer period. As individual
RTT values could vary signi�cantly during normal operations, we focus
on collectiveanomalies [26] where the median RTT over a short period
differs from the median RTT over a longer period. The algorithm uses
the following steps.

1. The data is normalized and some noise is removed, using the ex-
ponential smoothing described as C1 above.
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Figure 3.2: Round-trip times in blue, with three periods of unusually slow responses
shown as the black and green spikes. Originally published in Paper A.

2. The Remedian [71] with a width of 5 is used to �nd approximate
median values over several time scales. In short, this means saving
the �rst 5 values in arrayA0. When the array is full, the median
of these values is appended to a second arrayA1, and the next
5 values form the newA0. This process repeats for as many levels
as needed intoA2, A3 and so on. We use the median of arrayA3 as
the local value and the median of arrayA5 as the long term value.

3. When the local value is more than twice the long term value, the
start of an anomaly is reported.

4. When the local value goes below the long term value, the end of
the anomaly is reported.

Using the median ofA3 instead of individual values �lters out shorter
sections of slow round-trips, reducing the number of false positives. In
other contexts, the size of the arrays and the selection of arrays for the
short and long term values can easily be adjusted to optimize the preci-
sion. An example of the output of this algorithm is shown in Figure 3.2,
for a data series with three groups of slow responses.

This anomaly detection algorithm was then implemented in a tool for
analyzing existing log �les. The tool revealed that one operator had
response times for UCS-2 messages twice of what could be expected (for
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details, see Paper A), and has since then come to practical use answering
multiple questions from SMS brokers regarding slow responses in their
own production environments.

C3: In-house architecture analysis
In order to resolve RC2, identifying any architectural weak points in
EMG, we needed a structured and proven analysis method. After com-
paring various potential candidates, we selected ATAM (Architectural
Trade-off Analysis Method) [52]. The original version of this method
describes how the various stakeholders should meet and discuss the var-
ious quality attributes, voting on the ones most important to them. The
core of our contribution C3 is an extension to ATAM, describing how
this voting may be replaced by simply focusing on the quality attributes
related to the largest number of business drivers. This change was moti-
vated by the observation that in many cases, each one of the business
driver groups would be represented by at least one stakeholder. We
therefore assumed that an attribute would have to be relevant to a large
number of business driver groups in order to get a large number of stake-
holder votes. We further assumed that such an attribute would indeed get
a large number of votes. For the purpose of �nding the most signi�cant
quality attributes, it may be just as effective to simply count lines in a
diagram.

In step 5 of ATAM, the quality attributes should be described as falsi�-
able requirements. However, due to the wide variety in the requirements
by the EMG users, this was not meaningful for us. Instead, they were
described in softer terms [49], signi�cantly reducing the amount of work
required for the analysis.

Despite these signi�cantly simplifying changes in how the attributes
were described and selected for further analysis, ATAM was still able
to provide us with new insights. In the mapping of the relationships be-
tween business drivers and quality requirements for an SMS gateway, as
shown in Figure 3.3, the most important quality attributes are shown in
boldface. Based on these, we concluded that extracting the credit man-
agement into a suite of microservices would have most bene�cial impact
for the SMS brokers, improving system availability albeit at the cost of
more complex installation and maintenance procedures.

C4: Review of state of the art and practice for multi-node systems
As the �rst step for addressing RC3, we wanted to identify the issues
that would arise when increasing the system reliability by using multiple
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Figure 3.3: Business Drivers (left) and Quality Attributes (right) for EMG. The graph
is rotated 90 degrees anti-clockwise compared to the original, which was published in
Paper B.
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nodes. This work led to contribution C4, which consists of the reviews of
the state of the art and the state of practice for multi-node solutions, and
how the different approaches relate to the requirements of a messaging
gateway with an architecture similar to our system model. Typically,
existing solutions for these requirements work best in local networks
with high bandwidth and low latency.

The review is summarized in Table 3.2. TheSystem membershipre-
quirement means keeping track of the set of nodes in the system. This
information must be maintained on all nodes. TheMessage storagere-
quirement is a fundamental part of the store-and-forward architecture.
This can be solved by using a replicated database or a message queue,
but existing solutions typically require a strict ordering to be maintained,
which in turn consumes both CPU and network resources. We continued
to work on this requirement in papers N4 and D, summarized as contri-
bution C5 next. TheMessage staterequirement is needed for billing
and audit purposes. Existing solutions here, usually replicated databases
or event logs, can lead to long round-trip times for the clients and lim-
ited system performance, as they use a single node for serialization of
the operations. TheMessage ownershiprequirement is used when de-
termining which node will forward which message. This also easily
leads to a serialization node being the performance bottleneck. Finally,
maintainingClient creditsis necessary for correct billing. We identi�ed
PN-counters [73] as a possible solution for this, even though those may
lead to occasional overdrafts. This requirement was further explored in
Paper E, resulting in contribution C6.

Table 3.2: Considered approaches for each set of requirements, and expected new
problems.

Requirement Approach Problem
System membership Per node None known

Message storage
Database Strict ordering
Message queue Strict ordering

Message state
Database Round-trip times
Replicated log Single node

Message ownership Replicated log Single node
Client credits PN-counter Possible overdrafts

C5: Replicated message storage
When the multi-node issues were identi�ed in contribution C4, the next
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step in addressing RC3 was to �nd a better solution for the require-
ment Message store. The solution we developed, named GeoRep, is
the core of our contribution C5, the high level description of an exten-
sively evaluated data replication protocol tailored for store-and-forward
architectures in general and messaging gateways in particular. Com-
bined with an open sourced implementation1, it should be possible for
other researchers and engineers to modify and reimplement the proto-
col as needed. We also showed that in an SMS context, it is possible to
achieve throughput that increases with the number of nodes in the sys-
tem up to almost 3500MPS per node, see Figure 3.4 (24085=7 � 3441).
Table 3.3 shows the throughput for four different system con�gurations.
When running within the same data-center, the throughput is similar for
Paxos and GeoRep. However, when using 7 geo-separated servers, Geo-
Rep is faster than Paxos almost by a factor of 100. This result was
possible to reach as there is no relative order between each SMS, so
we needed neither a central master node, nor to replicate every SMS to
every node.

Number of nodes
3 4 5 6 7

Local/Paxos 22827 13366 16021 13798 9343
Local/GeoRep 14880 23246 29807 32762 40437
Separated/Paxos 756 356 217 211 243
Separated/GeoRep 13253 13230 15977 21345 24085

Table 3.3: System throughput for Paxos and GeoRep, within the same data-center and
geo-separated. All values are in messages per second (MPS).

C6: Replicated bursty counters
Next, we wanted to resolve theClient creditsrequirement from contribu-
tion C4 as the third step in addressing RC3. One of the ideas discussed
in Paper D was the use of application level knowledge in order to �nd a
more effective solution than what would otherwise have been possible.
In Paper E, we used the same idea, but applied it to much more slowly
moving data, such as the client credits which can be updated in bursts.

As mentioned, a straightforward solution in the literature is to use PN-
counters [73], which consist of a set of pairs of positive and negative
numbers, with one pair per node. When the value is incremented on
a node, the positive number P for that node is incremented, and when

1https://bitbucket.org/infoflexconnect/leaderlessreplication
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Figure 3.4: System throughput as a function of the number of active servers, running
in different data-centers on multiple continents. Originally published in Paper D.

the value is decremented, the negative number N is incremented. The
full set of pairs is replicated to all other nodes as needed, and each node
saves the maximums of all node-speci�c P and N it has seen. The sum of
all P minus the sum of all N gives the counter's value, which converges
to the same value on all nodes.

We extended this datatype with a few attributes, e.g., at what time each
pair was replicated and whether the incoming pair was identical to what
a node already had. Combined, these attributes minimized the network
traf�c as unnecessary transmissions were eliminated, and also made the
counters resilient to packet loss.

3.4 Process and Framework

Gorschek and Wnuk [36] have described a 7 step model for technology transfer
between industry and academia. This model provides a roadmap for how an
industry partner with a complex problem can use the knowledge and research
techniques from academia to ultimately create a new solution. It also provides
a suitable framework for the work in this thesis.

Figure 3.5 shows an overview of the steps in this model based on the �gure
in the original paper [36], adding our research challenges and contributions.
Step 1 is the identi�cation of problems, which contains all research challenges
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Figure 3.5: Our research challenges and contributions matching the 7 steps for tech-
nology transfer by Gorschek and Wnuk [36].

RC1, RC2, and RC3. Step 2 is for problem formulations and the study of state
of the art. Here we �nd contribution C3. In step 3, a candidate solution is
formulated, which we �nd in contribution C1. Step 4 is for validation in the
lab, which was done in contributions C4, C5, and C6. In step 5, we go back
to the industry perspective, discussing results with practitioners. This was also
done in contributions C4, C5, and C6. Step 6 is for validation using pilot
projects and controlled tests, as in contribution C2. Finally, in step 7 a solution
is released into production. This �ts the tool described in contribution C2,
as it has been used repeatedly for understanding issues discovered in various
production environments.

Gorschek and Wnuk [36] stress that their model is not a list of steps you
follow before publishing a paper. Instead, each single step can provide suf�-
cient new knowledge for one or more publishable research papers. Paper C is
a clear example of this, as it only describes a problem and the solution space.
Two of the actual solutions and their validations then come in Paper D and
Paper E. Also, although it is not mentioned in Paper D, we have occasionally
seen that the current GeoRep implementation has some unresolved issues on
multi-core cpus and is therefore not yet ready to be used in production.

For a more detailed description of the questions in the research challenges,
the approaches used to �nd the desired new knowledge, and the validations
of the contributions, we use the framework suggested by Shaw [74]. This
framework can be used both for the evaluation of existing research and for
the selection of strategies for new research. As it separates the problem type,
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the research approach, and the result validation, it offers a more detailed and
�exible framework than the more commonly used terms, e.g., “survey”, “case
study”, and “experiment”.

For the selection of the type of research question, named “research set-
ting”, Shaw suggests the classesFeasibility, Characterization, Method/Means,
Generalization, andSelection. Of these, we used all exceptGeneralization.
The described research approaches areQualitative/descriptive model, Tech-
nique, System, Empirical modelandAnalytic model. Of these, we used the
�rst two. Shaw describes several validation techniques, grouped intoPersua-
sion, Implementation, Evaluation, Analysis, Experience. We used all of them
exceptAnalysis.

For challenge RC1, on the nature of round-trip times, our �rst research
setting was of the typeCharacterization, as we wanted to get a better un-
derstanding of how these values varied. To �nd that understanding, we used
Technique, developing the formulas in contribution C1. In the second research
setting,Method, we again usedTechnique, now for the development of the al-
gorithm in contribution C2. These contributions were then validated together
usingImplementationin the form of a case study, �rst using existing log �les
from a production EMG installation and then with simulated data.

For challenge RC2, on possible architectural weak points, the research
question type wasSelection, as the goal was to �nd the best architectural
changes. Using ATAM [8, 52], the selected approach was to generateDe-
scriptive modelsas contribution C3. This contribution was validated using
Experience.

For challenge RC3, on multi-node issues, we �rst used the question type
Feasibility to get a better understanding of the issues that had to be resolved
to achieve an ef�cient multi-node con�guration, primarily what would be re-
quired for the network communication between the servers. The approach was
again to generate aDescriptive model, this time as contribution C4. The vali-
dation was done usingPersuasion.

Challenge RC3 was then addressed usingMethod/Means, to see if we
could achieve higher throughput by leveraging our domain knowledge to make
trade-offs and optimizations, which would not be possible in a general repli-
cation protocol. The approach wasTechnique, in the form of the replicated
message storage protocol in contribution C5. This protocol was validated us-
ing a quantitativeEvaluation. The same triple withMethod/Means, Technique,
andEvaluation, was used for C6. Table 3.4 provides an overview of the set-
tings, approaches, and validation techniques used.
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Table 3.4: The research contributions and their Shaw classi�cations.

Contribution Setting Approach Validation
C1 Characterization Technique

Implementation
C2 Method Technique
C3 Selection Descriptive Experience
C4 Feasibility Descriptive Persuasion
C5 Method Technique Evaluation
C6 Method Technique Evaluation

3.5 Future Work

The goal in this thesis, as described in Section 1.2, was to improve the qual-
ity attributes of a messaging gateway. Of the attributes described in ISO/IEC
25010 [45], particular focus has been given to Performance Ef�ciency and Re-
liability. Going forward, we have identi�ed various ways to further improve
both these and a few more attributes described in that quality model.

The ideas below are all based on concrete problems from industrial pro-
duction environments. Their research settings are eitherFeasibilityor Method/
Means[74], but the selection of a suitable research approach and result valida-
tion techniques remains open for now.

3.5.1 Performance Ef�ciency

For the sub-characteristics Capacity, we see work on the optimizations of the
networking on a lower level, such as the use of QUIC2 in both the data repli-
cation protocols and for the transport between SMS brokers.

For the Resource Utilization, we see some room for improvement in the
windowing used by all SMS protocols. This is used, similarly as in TCP,
in order to increase the throughput. However, in contrast to the automatic
search for an optimal window size used in TCP, SMS gateways normally use a
�xed window size, leading to sub-optimal throughput or unnecessary network
queues. It would be useful to leverage existing research to �nd better solutions
here.

3.5.2 Reliability

The reliability for individual gateway nodes can be increased by leveraging
the PDU log �les from production environments. On rare occasions, the com-

2https://datatracker.ietf.org/wg/quic/about

35



bination of a large number of events happening in a speci�c order leads to
unexpected behaviour. As the SMS protocols are stateful and bidirectional,
the events triggering the issue may consist of incoming messages as well as re-
sponses to outgoing messages. Therefore, reproducing these issues so they can
be understood and resolved, is often dif�cult. To the best of our knowledge,
there are no publicly available tools which can be used to simulate both pro-
ducers and consumers, even though “replay these events” tools are common.
We need a more intelligent tool which can wait for data sent by the application
before sending the corresponding replies, in some cases containing �eld values
from previously received data. We call this future tool a “pdu runner”.

3.5.3 Security

The analysis implemented for Paper A is an of�ine solution. A useful improve-
ment here would be to extend the tool to watch log �les in real time as they
are written, as the SMS broker could then be noti�ed as soon as a problem is
detected. Another interesting feature for this tool is based on the discussion in
Paper D on the speed of light. If we know that the remote server is some phys-
ical distance away making no response ever being able to come back in less
than for example 10ms, a reply with a round-trip time signi�cantly smaller
than this could indicate a man-in-the-middle attack which clearly would be
worth reporting. The time spent before a remote system sends a reply may
vary, but the speed of light obviously does not.

3.5.4 Reliability and Security

For the combination of Reliability and Security, we could use Fuzz
Testing [59]. With this testing technique, syntactically correct data is sent to
an application, but with random semantically incorrect values. For example,
SMS sent as multiple parts contain both a sequence number and the total
number of parts. Mullineret al. [63] found, among other things, that when the
�rst number was larger than the second, some mobile phones crashed. Fuzz
testing is a way of automatically �nding such cases. When implemented in
a tool similar to the pdu runner discussed above, we may be able to detect
previously unknown vulnerabilities, both in Braxo's EMG and in other SMS
gateways.

3.5.5 Maintainability

The Reusability of the tool developed for Paper A could be increased, based
on the hypothesis that the round-trip times could be expressed as some type of
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well-known distribution instead of just as sums. The expected RTT would then
have some probability for being within a certain interval, which would make
anomaly detection a bit more general, instead of using the hard coded limits
currently used.
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Chapter 4

Thesis Summary

4.1 Discussion

Our system model, as described in Section 1.1, together with its practical im-
plementation described in Section 1.5, presented several constraints which pre-
vented many of the otherwise possible solutions. First, we could only monitor
the traf�c and update the applications running on the gateway nodes, with ac-
cess to neither message senders nor message recipients. This also prevented
us from making any changes in the communication protocols used with these
external parties. Next, we had to be able to handle traf�c peaks of up to 1000
messages per second per node.

For RC1 in particular, addressing the round-trip times, we had to com-
pensate for the high variation seen in normal traf�c. A speci�c connection
might have a typical RTT of just a few milliseconds, but a limited number of
round-trips times of several seconds would still not be a reason for concern.

The multi-node con�gurations addressed by RC3 were made more dif�cult
by the SMS use case, which also often requires delivery reports to be sent back
to the sender. With the additional bookkeeping required, we needed to replicate
up to 10 000 write operations per second per node, when WanKeeper [3] and
similar systems could provide only around 1% of this performance. More
generally, we found ourselves out of sync with state of the art in multiple
ways:

1. In a world focused on distributed consistency, identifying our situation
as requiring distributedinconsistencywas non-trivial.

2. Most of the existing work on data replication [9, 22, 33, 72] address
long time storage, often with causal dependencies between the stored
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data tuples. Our messages are normally received, stored, forwarded, and
then removed, within a second.

3. To the best of our knowledge, there are no existing storage systems
which allow nodes not belonging to the majority group after a net-split
to keep making progress. This unnecessarily decreases the system avail-
ability for message senders.

When making 10 000 round-trips per second, the speed of light limits the
distance between the nodes to 10km [68], which is far from enough to offer
protection from outages covering larger areas. We therefore had to �nd another
solution to RC3, ignoring unnecessary consistency requirements enforced by
previous work. This was made possible as our data tuples were fully indepen-
dent, even if the generality of the solution in C5 therefore is limited to such
settings.

In hindsight, the calculation of adjustment factors in C1 might have been
even better had it also used the Remedian [71] which is central to the anomaly
detection in C2. It would however still only be useful for situations where there
are just a small number of possible factors, each one with a few valid values.

The data replication in C5 could have used a stream model, where mes-
sages were accepted by one gateway node, replicated in a chain to one or more
other nodes, and then forwarded to the recipient. This would also allow batch-
ing, one of the key techniques used to achieve high performance in C5, and be
more inline with existing work (e.g., Chain Replication [5] and Kafka [53]),
but would require a more complex system con�guration.

A lesson learned from all parts of the work presented in this thesis is to not
be afraid of going back to basics, questioning and discarding previous solutions
as needed. Albeit this strategy was born out of necessity, as neither state of the
art nor the state of practice was suf�ciently ef�cient for us, it also forced us to
analyze our problems in depth and develop new solutions.

4.2 Validity Threats

All research challenges in this thesis originated from customer requests on
a speci�c SMS gateway (EMG), so the most signi�cant validity threat here
clearly belongs to theexternal[28, 48] category, concerning whether the re-
sults would still be valid in a more general context. We have tried to mitigate
this by formulating both the purpose and the contributions of each paper in
as general terms as possible. One of the constraints in Paper B, the fact that
all communication with external systems had to use standard communication

40



protocols, is from this perspective an advantage. Due to this, none of the con-
tributions use any EMG speci�c communication protocols.

4.3 Conclusions

The goal behind the work presented in this thesis was to improve various se-
lected quality attributes, primarily throughput and reliability, of messaging
gateways. We formulated three speci�c research challenges. Research Chal-
lenge 1, RC1, was to “Understand and model round-trip times and their anoma-
lies”, motivated by us seeing the round-trip times varying by several orders of
magnitude even during normal operations, and that the distribution had mul-
tiple local maxima. RC2 was to “Identify architectural weak points and �nd
ways to improve them” in an existing messaging gateway. Any aspect of the
architecture that prevents a high throughput must clearly be addressed before
changing individual components. RC3 was to “Identify and resolve multi-node
issues”, focusing on the special set of issues that arise when extending a system
to run on multiple nodes.

To better understand latency, we contribute a new technique for doing ex-
ponential smoothing in multiple dimensions (C1), and a new anomaly detec-
tion algorithm which can handle large variations in what is considered normal
(C2). To better understand availability and ef�ciency, we contribute the de-
scription of a lightweight version of ATAM, applied to an existing messaging
gateway (C3), and for scalability and maintainability a review of state of the
art for multi-node systems (C4). Building on the review in C4, it became clear
that existing solutions, while certainly helpful, were still not always a good �t,
or needed signi�cant adjustments to be useful in our setting. As a result, we
contribute two new data replication protocols (C5 and C6), improving reliabil-
ity with a signi�cantly lesser impairment of the throughput than with existing
methods.
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Abstract

Mobile text messages (SMS) are sometimes used for authentication, which
requires short and reliable delivery times. The observed round-trip times when
sending an SMS message provide valuable information on the quality of the
connection.

In this industry paper, we propose a method for detecting round-trip time
anomalies, where the exact distribution is unknown, the variance is several or-
ders of magnitude, and there are lots of shorter spikes that should be ignored.
In particular, we show that using an adaption of Double Seasonal Exponential
Smoothing to reduce the content dependent variations, followed by the Reme-
dian to �nd short-term and long-term medians, successfully identi�es larger
groups of outliers. As training data for our method we use log �les from a live
SMS gateway. In order to verify the effectiveness of our approach, we utilize
simulated data. Our contributions are a description on how to isolate content
dependent variations, and the sequence of steps to �nd signi�cant anomalies
in big data.
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5.1 Introduction

Measuring and monitoring round-trip times (RTTs) of data packets in a net-
worked environment is important for at least two reasons: (1) to maintain the
negotiated service levels of quality and (2) to minimize operational costs. To
better understand the importance of this monitoring, let us consider a scenario
where a person wants to login to an Internet bank.

1. The customer goes to the bank website and enters a personal, unique
identi�cation number.

2. The bank �nds this information in its customer database, and sends a
veri�cation code as an SMS message to the registered mobile phone for
this customer. In most cases, the SMS arrives to the mobile phone well
within the negotiated, stipulated time, but in some anomaly situations,
the message could be delayed for a considerable amount of time.

3. The customer enters the veri�cation code, completing the login proce-
dure.

There are many mobile network operators, and as the bank does not want
to maintain connections and agreements with all of them, this service is out-
sourced to one or more “SMS brokers”. SMS brokers (SBs) manage the SMS
traf�c between their customers and the network operators. For increased re-
liability, the bank connects to two SMS brokers (Figure 5.1). Assuming the
cost for sending messages via SB1 is lower than via SB2, by default the bank
sends all messages via SB1. If the connection to SB1 is lost for some reason,
the bank quickly switches to SB2 in order to avoid delays in the SMS deliver-
ies. In the worst case it could take hours for the connection to SB1 to be fully
functional again, so without this switch, the problem with SB1 would result in
dissatis�ed customers for the bank as the veri�cation codes would stay in the
outgoing queue in the bank's SMS Gateway. The sooner the switch to SB2 can
be made, the smaller the delay seen by the bank's customers. Using SB2 all the
time would not improve the situation, as SB2 could also become unreachable
for any number of reasons, e.g. broken hardware, or problems at their Internet
service provider.

The bank customer is the only one who knows the exact delivery time, and
that is just for their own message. In order to get an overall view, from this
point on we will use a simpler measurement: the RTT between the bank and
the SMS broker.
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Figure 5.1: An example scenario emphasizing the importance of measuring and mon-
itoring round-trip times: the bank customer, the bank, two SMS brokers and some
operators.

In this paper we focus on detecting violations that fall somewhere between
a few individual messages being slightly delayed and a fully broken connec-
tion. Let us assume the operator normally has two servers handling SMS traf-
�c, and one of them temporarily breaks. With incoming throughput to the
SMS broker being constant and outgoing throughput being halved, a queue of
messages may form. To prevent this queue from growing without bounds, the
SMS broker can throttle incoming traf�c by delaying its responses. Clients
must implement proper windowing, so these delays will cause them to delay
their future requests.

The SMS system behaves much like a train of cars, in that we can draw
conclusions on the situation further ahead by observing the car in front of
us. If the car slows down, we can assume there is a problem with the traf�c
in general. Provided the slow speed persists, we might decide to choose an
alternate route. Similarly, the RTT towards the SMS broker provides the client
(the bank) with valuable feedback on the effective throughput of the entire
chain of SMS brokers and operators.

This paper addresses the situation when the absolute values of the delivery
time are not known. We know from earlier results [4] that the RTT has very few
anomalies, but when they happen, we want to know as soon as possible. We
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have seen that there are several shorter spikes in these RTTs, so our research
objective is to develop a method of automatically �nding longer periods of
outliers in RTTs while ignoring these short uninteresting spikes. In particular,
we examine the variation of the RTTs in a production system of an SMS broker
between their own system and several external operators.

Section 5.2 describes the context in more detail and Section 5.3 describes
related work for RTT measurement and anomaly detection. Our approach is
described in Section 5.4. We then describe our case study in Section 5.5, and
the results in Section 5.6. Section 5.7 discusses these results, and the paper
ends with conclusions and future work in Section 5.8.

5.2 Background and Terminology

Figure 5.2 shows the simple base scenario of the network traf�c as seen from
the SMS Gateway software used by the SMS brokers. The �lled arrows repre-
sent SMS messages, the un�lled arrows are responses, and A, B etc. are points
in time. The SMS Gateway only knows about the times B, C, E and H. The
arrow from J to K is dashed, as we do not know when this event occurs. The
difference between B and C shows the processing time required for an incom-
ing message, while the difference between E and H shows the full RTT to
the operator. We will examine both these differences, as anomalies between
B and C reveal problems in the local environment and anomalies between E
and H reveal problems in the network or with the remote node. The difference
between C and E is how long the message sits in the outgoing queue, waiting
to be sent. From the bank customer's point of view, the login request starts
at some point before A, and the veri�cation code arrives to the phone at K.
The delivery of the message to the mobile phone and the response sent back to
the SMS Gateway happens in parallel, so the relationship between H and K is
unde�ned.

In many cases, monitoring of response times is required as a way of mak-
ing sure the system works as expected. According to our industrial experience,
one of two methods are commonly used for this monitoring. 1) Visualize se-
lected measurements on a display, which is simple to implement but requires
a human to look at the display. This is easily forgotten if anomalies are rare.
2) Utilize tools based on Simple Network Management Protocol (SNMP), re-
porting detected anomalies without requiring human interaction. A drawback
is that those checks are usually trivial with static tolerance levels, e.g. whether
a single RTT is longer than 1 second or whether the processing queue contains
more than 1000 elements.
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Figure 5.2: The network traf�c between a client, an SMS Gateway, an operator and a
mobile phone.

Once an anomaly has been detected, some fault localization technique [22]
should be applied to �nd the root cause of the problem. This is however outside
the scope of this paper.

While SMS brokers reduce the number of accounts needed, the combined
network traf�c becomes more dif�cult to analyze. Some brokers specialize in
operators in a particular region, decreasing the number of accounts but increas-
ing the number of intermediate nodes. Broker handling of messages varies, e.g.
they may store the messages on disk for safety, or wait for acknowledgment
from the next node before responding back to the previous. These factors in-
cur variability in response times, even between the same nodes. We assume
that if a node uses a server cluster, all these servers are homogeneous, giving
consistent RTTs.

5.2.1 Terminology

We will now de�ne the concepts discussed in this paper:

Node: Common term for clients, operators and SMS brokers.

Downstream/Upstream: Downstream is as ordered in Figure 5.2, i.e. client
to SMS broker to operator to mobile phone. Upstream is, obviously, the
reverse direction.

Request: A data packet containing an SMS message, including the sender,
recipient and message body, or a delivery report.

Response:Acknowledgement of a received request.

PDU: Protocol Data Unit, refers to both requests and responses.
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Delivery report: A data packet sent as con�rmation of successful message
delivery to the recipient or rejection by a node.

Round-trip time (RTT):! For outgoing traf�c, RTT is the interval between
when the request is sent and the response comes back. For incoming
traf�c, RTT is the interval after receiving a request until the response is
sent. In Figure 5.2, these are the intervals from E to H and from B to C
respectively.

Throughput: The number of messages received and forwarded by a node, per
some speci�ed time unit.

Window size: The number of requests the client sends before waiting for a
response.

Outlier: A single RTT measurement signi�cantly higher than usual for a spe-
ci�c connection. Responses arriving earlier than usual is both very rare
and typically not a problem.

Anomaly: A larger cluster of outliers. This is de�ned in more detail in Sec-
tion 5.4.4.

5.3 Related work

Earlier studies have focused on either RTT measurement or anomaly detection,
so we will describe these groups of papers separately.

5.3.1 RTT measurement

For RTT measurement, existing work can be structured according to what
protocol they analyze. A relatively common layer for RTT measurements is
TCP, as it is used for many applications and therefore enables analysis of large
amounts of data. Here we �nd an examination of several different TCP imple-
mentations [18], and a description of the experiences using the tool Tstat [16].

TCP includes an ACK packet which, similarly to our response PDUs, pro-
vides an easy way to calculate the RTT. The RTT can then be either approx-
imated using just the SYN/ACK pair used to initiate the connection [12] or
more correctly using also the data packets and their responses [26]. Martin et
al. [15] took this further by using the minimum and average values of the RTT
for both the SYN and data packets to separate the physical latency from the
server side processing time. The packet-pair strategy was then generalized for
raw IP traf�c [27].
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At the application layer, which is most similar to our work, we have stud-
ies on HTTP traf�c by Mosberger and Jin [17] using their toolhttperf ,
and Halepovic et al. [9] who examined the RTTs from mobile clients to web
servers. The throughput values given byhttperf had an average close to the
maximum, which corresponds to an average RTT being close to the minimum.

In some cases, the minimum and maximum RTT values are the most in-
teresting [8], in which case there is no need to examine the distribution in
more detail. Papers that have analyzed the data deeper, have found variances
in RTT for TCP traf�c between 1 millisecond and 200 seconds [11, 2]. In an
analysis for Controller Area Networks, the type of network used in real-time
environments, the data had a good �t with the Gamma distribution [28]. Taken
together, most papers that have examined the distribution of RTT values, ex-
plicitly or implicitly describe it as exponential in some way. This is consistent
with our �ndings.

5.3.2 Anomaly detection

Shanbhag and Wolf suggest using multiple anomaly detection algorithms in
parallel [21], and using the combined result as the trigger. Even though we
do not use multiple algorithms, we use all relevant data �elds in the PDU to
calculate the expected values with as much precision as possible.

E2EProf, as described by Agarwala et al. [1], is similar to our approach
as it also uses time-series analysis, of which exponential smoothing is one of
the methods, to analyze the performance of each subsystem of an application.
They de�ne a “spike” as a local maximum, exceeding a threshold of the mean
plus three times the standard deviation. For testing, they usedhttperf .

Bayesian Principal Anomaly Detection (BPAD) warns for individual out-
liers [10], and because these occur too frequently, it does not suit our context.

Between the years 2000 and 2010, there were several papers [19, 14, 13]
on using Principal Component Analysis (PCA) for anomaly detection. Even
though the method worked �ne, it was dif�cult to �nd the right sensitivity [5].

Wang et al. [25] stress that anomaly detection methods must in some cir-
cumstances be “lightweight”, both in terms of the number of metrics they re-
quire to run (the volume of data continuously captured and used), and in terms
of their runtime complexity. They suggest smoothing the data, just as we use
exponential smoothing (Section 5.4.2), and detect anomalies using the Tukey
method based on “fences” and “hinges” [24]. This method splits the data into
quartiles separated at Q1, Q2 and Q3, and classi�es anomalies in multiples of
the difference between Q1 and Q3. While different from our method, it also
uses the median instead of the mean.
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5.4 Approach

In order to understand the RTT values, we �rst calculated the mean and stan-
dard deviation of a few collections of RTTs (Section 5.4.1). We then used ex-
ponential smoothing to get a mean value that gave higher importance to newer
RTTs (Section 5.4.2). Some parts of the variance turned out to be related to
speci�c aspects of the message data, so the exponential smoothing was further
re�ned to isolate these as adjustment factors (Section 5.4.3). Finally we calcu-
lated the median of smaller and larger groups of RTTs as a way of identifying
outlier clusters (Section 5.4.4).

5.4.1 Mean and standard deviation

As mentioned in Section 5.2.1, the time spent by a node processing a request
can vary signi�cantly, so the RTT varies from fractions of a millisecond to mul-
tiple seconds. Calculating the mean from such data does not give meaningful
results.

The exact distribution of the RTTs is not known to us. However, earlier
work shows that it resembles a log-normal distribution, so we calculate the
mean and variance of the logarithms of the RTTs.

For ef�ciency, we use formulas based on those described by Finch [7]. The
formula used for the incrementally calculated mean is shown in Equation 5.1.
Here, xn is the new value, andn is the number of values so far. We use
Equation 5.2 to get the varianceSn , and Equation 5.3 for the standard deviation
� n .

� n = � n� 1 +
1
n

(ln xn � � n� 1) (5.1)

Sn = Sn� 1 + (ln xn � � n� 1)(ln xn � � n ) (5.2)

� n =
p

Sn=n (5.3)

5.4.2 Exponential smoothing

Over time, the effect of new values added to Equation 5.1 shown in Sec-
tion 5.4.1 will diminish. By instead using exponential smoothing, we are able
to analyze an endless series of data.

We calculate the expected valueEn using the well-known Equation 5.4,
wheren is the number of observations, andVn is thenth value. Or rather,Vn

is the logarithm of the measured RTT, andEn is the logarithm of the expected
value. The new value is the sum of two terms based on the current observation
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and on the previously expected value, respectively. The constant� is used to
select the scaling factor between them, where a lower value of� gives a more
stableEn , as the effect from individual values ofVn is smaller. We setE1 to
V1.

En = �V n + (1 � � )En� 1; n > 1 (5.4)

5.4.3 Adjustment factors

As the traf�c between SMS brokers uses Internet, network related RTTs can
vary both by time of day and day of week. While grouping the data by hour
gives a lower variance and therefore improved anomaly detection, it also gives
less data in each group, resulting in reduced stability. Moreover, it disregards
the similarities of RTTs during consecutive hours.

Communication protocols for SMS consist of �elds with key-value pairs
which specify how the SMS should be handled, so we assume their values
might affect the RTT. To minimize the variance, each unique combination of
�elds should be analyzed separately. This strategy leads to a combinatorial
explosion, and requires large amounts of data for satisfactory stability ofEn .
In the �nancial domain Double Seasonal Exponential Smoothing [23] is some-
times used, basing the result on time values, e.g. day of month and month of
year. The idea is to get a single average value for the entire dataset, with a
small number of adjustment factors. Similar approaches have also been used
in network contexts [6]. We use a variation of this method, but with �eld values
instead of time values.

We need one adjustment factor per �eld value, and use the syntaxF v
n for

the nth value of the adjustment factor for �eld valuev. The value ofF v
0 is

set to 0, representing the case when the RTT is identical for all values. The
adjustment factor can be either additive or multiplicative, and because of the
exponential nature of the RTT distribution, multiplicative adjustments seem to
make the most sense. However, as the values ofEn andVn are logarithms, the
actual adjustment needs to use addition. The calculation of the effect from a
speci�c �eld value is shown in Equation 5.5. We want the expected valueEn

to be free from these variations, so Equation 5.4 is modi�ed to instead use the
adjusted value ofVn , as shown in Equation 5.6.

F v
n = � (Vn � En ) + (1 � � )F v

n� 1 (5.5)

En = � (Vn � F v
n� 1) + (1 � � )En� 1 (5.6)
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For the more general case, we see the difference between the expected
valueEn and the measured valueVn as the sum of all adjustment factors for all
�elds. We can then update the adjustment factors using the same exponential
smoothing as in Equation 5.4. This is shown in detail in Algorithm 1, lines
7 to 13. For simplicity we use the same scaling factor� as for the expected
value in Equation 5.4, but it is possible to use different scaling factors for each
adjustment factor.

5.4.4 Medians

Even with� as low as 0.0001, the wide range of values in the input data renders
En too unstable to be useful in detecting anomalies. A more reliable reference
point is given by the median, in our case calculated using the Remedian [20]
method. The algorithm is simple but effective, usingk arraysA i , each of
lengthb.

1. Store the �rstbvalues inA0, where typicallyb < 10.

2. Calculate the median ofA0 and append the result toA1.

3. Repeat steps 1 and 2 untilA1 containsbvalues. Calculate the median of
them, and append the result toA2.

4. Repeat the previous steps up toAk for all i less than somek, appending
the median ofA i � 1 to A i .

The median ofAk is now an estimate of the median of the full series of
values. The number of operations required to �nd the median ofb values is
�xed for eachb, giving an execution time complexity ofO(n) for n values. We
can think of it as a software version of multiple connected Geneva drives [3].

The value we append toA0 is En , the most recent measurement with all
adjustment factors removed. Using arrays withb = 5 values each achieves a
good balance between stability, which requires more values in each array, and
sensitivity, which requires fewer values. This wayA0 has the median of the
most recent 5 values,A1 of 25 values,A2 of 125, etc.

We can now de�ne an anomaly as a cluster of outlier measurements that
increase the median ofA3 above twice the median ofA5. To avoid repetitive
noti�cations, each noti�cation suspends further ones until the median ofA3

goes below the median ofA5. A period of large values that is long enough
to affect the median ofA3 this way occurs suf�ciently seldom, as shown in
Section 5.6.3.
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5.4.5 Summary

Algorithm 1 combines the steps described earlier in this section. The algorithm
is implemented as an extension to our existing tool called ELFA (EMG Log
File Analyser – initially introduced in [4]). The method described here has
several bene�ts.

1. All calculations are done in constant time, depending only on the num-
ber of adjustment factors. This is necessary as we need to be able to
handle continuous traf�c with up to 1000 measurements per second.

2. The sensitivity is easily adjusted, even online.

3. It is independent of the frequency of values.

4. The expected value is calculated from all observations, not just from an
arti�cial subset.

5. Adjustment factors can be added and removed online as needed.

6. For each connection we need to persist only the base valueEn and the
non-zero adjustment factorsF v

n to be able to resume a paused analysis.

7. It is self-adapting, using the most recent RTT values for each individual
connection as the basis for detecting outliers.

5.5 Case Study Design

To evaluate our approach for detecting anomalies in the RTTs, we undertook an
industrial case study. Speci�cally, we wanted to investigate and exemplify how
log �les generated by the production system of an SMS broker can be utilized
to identify anomalies in RTTs between itself and several external operators.

5.5.1 Data collection

We examined data from the Enterprise Messaging Gateway (EMG), an In-
fo�ex Connect AB product used by many SMS brokers. The data was taken
from existing log �les as they contained the data we needed without requiring
modi�cations to the core product with a risk of introducing bugs. The amount
of data per operator varied between 33 and 497 MB.

In this study we selected one of the most commonly used protocols for
SMS traf�c, SMPP (Short Message Peer to Peer). Each PDU starts with a
header, comprised of the operation number, a transaction number, a status and
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ALGORITHM 1: Find Outlier Clusters
input : A list of data points, each one consisting of a list of key-value pairs

and a measured valueVn .
output: A list of start and end points for anomalies.

1 forall A do A  � ; // Clear all Remedian arrays.
2 haveReported  � false; (outliers; expected)  � ;
3 foreachpossiblekey do
4 foreachvalue used bykey do adjustments[key,value]  � 0
5 end
6 foreachdata pointdp do

// Update the expected value from
measurement( dp), minus adjustment factors.

7 b  � 0
8 foreach (key,value) in dp do b  � b+ adjustments[key,value]
9 expected  � � � (measurement( dp) � b) + (1 � � ) � expected

// Update the adjustment factors.
10 foreach (key,value) in dp do

// Assume all other adjustment factors are
correct, and calculate what is left.

11 diff  �
measurement( dp) � (expected+ b� adjustments[key,value])

// Update the adjustment factor for this
key-value pair.

12 adjustments[key,value]  �
� � diff + (1 � � ) � adjustments[key,value]

13 end
14 i  � 0 // Update the Remedian arrays.
15 Appendexpected to A[0]
16 while A[i] is full andi + 1 < 6 // We have 6 arrays
17 do
18 Appendmedian( A[i]) to A[i +1]
19 A[i]  � ; ; i  � i + 1
20 end

// Find start and end points for anomalies.
21 if not haveReported andA[5] has been �lled at least once and

median( A[3]) > 2 � median( A[5]) then
22 Add ('start', timestamp( dp) ) to outliers
23 haveReported  � true
24 end
25 if haveReported andmedian( A[3]) < median( A[5]) then
26 Add ('end', timestamp( dp) ) to outliers
27 haveReported  � false
28 end
29 end
30 return outliers
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the length of the data section. Following the header is the data section, consist-
ing of a sequence of key-value pairs, where the keys and their order depend on
the operation. As responses can arrive in an unde�ned order, the transaction
number from the request must be exactly duplicated in the response.

The EMG log �les contain information on whether each PDU was sent or
received, the timestamp, which connection was used, the operation name, the
transaction number, and all key-value �elds from the data section.

5.6 Case Study Results

This section presents the results of the industrial case study. In particular, we
�rst discuss how different characteristics (keys) of the data and messages sent
affect the RTT (Section 5.6.1). Second, we discuss how using certain adjust-
ment factors enabled higher accuracy in the outlier detection (Section 5.6.2).
Third, we detail the results of applying the anomaly detection algorithm to a
large dataset of network traf�c (Section 5.6.3).

In the presented results, data is analyzed for three different operators, re-
ferred to as “O1”, “O2” and “O3”.

5.6.1 RTT for selected keys

To explore how individual keys affected the RTTs, we counted the number of
unique values used by each key. This revealed three distinct categories.

Message speci�c: 11 keys, e.g. destination numbers and message bodies. We
assume these values are unique for each message.

Groups: 11 keys, e.g. whether a delivery report is requested, the character
encoding, and similar keys with a very limited set of values. We identi-
�ed “data coding”, “esm class” and “registered delivery” as having the
largest effect on the RTTs.

Constants: 4 keys that are either not supported by EMG, or ignored by most
recipients, and therefore always sent with the same value.

Next we describe the key “data coding” in more detail, and how its value
affects the RTT. All RTT values in this section are shown with their mean
and one standard deviation up and down, to give an indication of their relative
positions and spread.

Table 5.1 shows the RTT grouped by data coding. The values in the �rst
column have the following meaning.
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Value O1 O2 O3
0 9.3/9.7/10 8.1/8.2/8.4 440/466/493
8 23/25/28 21/24/27 651/673/697

240 3.6/3.7/3.7 3.5/3.5/3.5 N/A
245 3.2/4.9/7.7 N/A 329/358/390

Table 5.1: RTT in milliseconds, grouped by data coding. The three values are� � � ,
� and� + � , respectively.

0 Text message, using the GSM character encoding IA5.

8 Text message, using the character encoding UCS-2.

240 Special messages, e.g. con�guration settings.

245 8 bit data, e.g. ring tones.

With the exception of the values 240 and 245 to operator “O1”, the RTT
distributions for different values are clearly separated. The operators seem to
perform some time consuming processing of UCS-2 texts, as those RTTs are
signi�cantly longer than for IA5 texts. “N/A” means the value was not used
with that operator.

The RTTs when grouped by the “esm class” and “registered delivery” keys
showed similar patterns, with a ratio of up to 3 for some values. This motivates
us to show the results with a deeper analysis using the adjustment factors.

5.6.2 Adjustment factors

The adjustment factors for the message key values were mostly consistent with
the results in Section 5.6.1. The “data coding” adjustment factors are shown
in Table 5.2. As the values represent the difference in exponent, a value of 1
corresponds to a ratio between the RTTs equal toe.

For O1, whether data coding is 0 or 8 gives an RTT that varies by a factor
of e0:92� (� 0:46) � 3:97. UCS-2 data requires twice as much space as IA5, but
even if we adjust for this, there is still a remaining factor of3:97=2 � 1:99.
We see a similar pattern for O2, with adjustment factors� 0:13 and1:30 for
data codings 8 and 240. The “esm class” and “registered delivery” keys also
showed a clear correlation between the RTTs and the adjustment factors.
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Value O1 O2 O3
0 -0.46(9.7) -0.13 (8.2) -0.10 (466)
8 0.92(25) 1.30 (24) 0.11 (673)

240 -1.12 (3.7) -0.87 (3.5) N/A
245 -0.03 (4.9) N/A -0.25 (358)

Table 5.2: Adjustment factors, by data coding. The value inside parentheses is� from
Table 5.1.

5.6.3 Anomaly frequencies

Figure 5.3 uses blue circles to show the RTTs for 288,515 outgoing requests
to O1, over a period of approximately two months. Most measurements are
around 10 milliseconds (1e+04 microseconds), but RTTs of up to several sec-
onds are common enough that they are not considered outliers. The black,
green and red lines show the medians fromA1, A3 andA5, respectively, as de-
scribed in Section 5.4.4. The black line shows the median of the52 = 25 most
recent measurements. Even with the large number of measurements above
1e+06 microseconds at Index 240,000, there is still enough data with lower
values to keep the median below 1e+05 microseconds. The green line shows
the median of 25 values from the black line, i.e.252 = 625 measurements.
It stays signi�cantly calmer, peaking only for indices 18,000, 190,000 and
around 240,000, all corresponding to wider peaks of the black line. The red
line shows the median yet another factor of 25 up, for253 = 15; 625measure-
ments. Although some noise remains, the values shown by the red line (A5)
can be used for comparisons with those shown by the green line (A3).

The intervals that satisfy our condition for anomalies, i.e. when the median
of A3 is more than twice the median ofA5 as described in Section 5.4.4, are
marked with red lines at the bottom of the graph, surrounded by grey dotted
rectangles. These lines perfectly mark the sections with many slow responses.

Despite the large variance shown in Section 5.6.1, using adjustment factors
and medians provides a base level that is relatively stable. The area contain-
ing outliers for O2 is shown in Figure 5.4(b), where the blue dots have been
removed for clarity. The end point of the marked area is quite far away from
the starting point, indicating low precision of our method. This is the trade-off
for high recall and avoiding multiple adjacent groups of outliers. There are no
round-trips at 196,000 shorter than 5000 microseconds, causingA3 (shown by
the green line) to increase from 4267 microseconds to 8229. This makesA3

more than twice the value ofA5 (shown by the red line), i.e.8229> 2 � 3964,
satisfying our condition for outliers.
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Figure 5.3: RTT and medians for O1.

The effect of the adjustment factors is illustrated in Figure 5.4(a) and Fig-
ure 5.4(b). Both �gures show the same data, without and with adjustment fac-
tors, respectively. The black and green lines in Figure 5.4(b) are more stable,
reporting one anomaly instead of three.

The algorithm detected no anomalies in the traf�c towards O3.
For validation, we created simulated log �les. The RTTs were randomized

with a log normal distribution and a minimum value of 1000 microseconds.
After at least 20,000 roundtrips, a group of up to 4095 entries with up to half a
second slower responses was added. The results from the analysis on one such
�le are shown in Figure 5.5. There were three groups with slow responses, one
at 48,515 with 2488 entries, one at 82,120 with 1222 entries, and one at 9133
with 192 entries, corresponding to the three blue peaks. Given there must be
at least625=2 = 313 entries for our algorithm to report an anomaly, only the
�rst two peaks are reported.

The red line is almost perfectly �at, showing the Remedian [20] is stable.

5.7 Validity Threats

Below we discuss the threats to the validity of our study.

Internal: We see two possible internal validity threats. First, although the
8 option keys we discarded in Section 5.6.1 showed no signi�cance in
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(a) RTT and medians for O2, without adjustment factors.

(b) RTT and medians for O2, with adjustment factors.

Figure 5.4: RTT and medians for O2 with and without adjustment factors.
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